Dooble

A Web Browser
Version 2.1.9 (2018.03.20)

1 of 33



Table of Contents

INETOUCTION. ....vveee ettt ettt e e ee e e e e aaeeeeesasaeeeeessaeeeeessseeeeenssaseeeenssseeeeesssseeeannssaeaeeseeeeennnn 4
AES TMPIeMENTAtION. ....eiiiiiiiiiieeiieeeciee et e esteeesteesseeeeestteesteeesseeesseeessseesssseesssseeessseesssseessssessssseesssssssnes 5
Accepted / BlOCKed DOMAINS.......cccuiiriiiiieriieieerieeiteete ettt ettt sae et esbesssaesateessaesssessssesaseensneesnns 6
ALCCEPE IMOME......eeeeiiieeeiieeeee ettt et e et e et e s ate e e s ate e s ateessaeeessaeeessaeesssaeeassaeenssaeessssaeaasensnsssnesssnnnnns 6
BIOCK IMIOAE........oeeieeeeee ettt ee e e ee et e e e eetaa e e e e taaeeeeeasaeeeeeasssaeeenssseeeeesseeeeeessanssraaaeeeeeeeennn 6
AQATESS WIAGEL....cneveeiiieiieeetee ettt e e e et e s see e s tae e staeesateeessbaeesssaeesssaeessaeesssaeesssaessseeessseeesensnnsenes 8
CertifiCate EXCOPUIONS. . ccuvietieeieiitteeteeit et et e ete st e st e s bt e st e s teesatesbeesseessseesseesssessaesssaenssessseesnnsaeessseeens 9
@< | o (1<) 13 TS PRURRRRR 12
ComMmAand-Line OPIONS. ...c.c.eeriiriiieieeiiterieeitesteerieeete et esteesttestessseessbesssaesssessssesseesseesssessssesssessseeesnns 13
@00 ) a3 TSR 14
DOMAIN FAlEOT.....eiiiiiiiieeceieee ettt e et e e e e taaeeeeeetaeeeeeessseeeeeesssaeeeeeeennssssssssssresaeeeeens 14
PUIGE PeriodiCally...cccuviieiiieiiieeieeeteeete ettt sttt e et e e st e e s te e e estaeesabaeessssaaeeeeennsanaaesennnes 14

| D<) o) 1 1 IO U S USSP PP PR PP UUPTRN 16
| L0 )7 01 (o F: U6 TP 17
B AV OTIES. . eeeeeeeeeeeeeeeeeeeeeeee e e ee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e esesesesasesasasesssssesesssesesasssesesasasesesesesesesesesesesesesesesesesessnsnnn 19
FILE IVIBIIUS. ....ccoiieiiiieiiee ettt e e eee ittt e e e e e eeesaaaaaaeeeeeeesessssasaaareeesessasssbasresseessesasssssaaneeesessessnssrssnnnes 20
LBt e e et e et e e eeaat e e eee—a e e e e e tabaeeeaabaaeeaataaeeeaaaraaeeeearaeeeaannrrnnes 20
ATNEITICATE. ...ciieiieiiieeiee ettt e e e e e eerabbae e e e eeeessssssaerseeeeessssssaansseeessessssrararessessrnnnes 20

INEW Private WINAOW.........coeiieiiiiiieeiriieeeeieee ettt eetre e e eeetaeeeeetraeeeeeaseeeeeeassseeeeessseeeeessneeeeeeeeeeens 20

INEW TaD oot e et e e e e e eeseabaa e e e eeeesesssssaaaeeaeeesssasssssareressrrrreanes 20

INEW WIINAOW...eeeieiiiiieecieee et ettt e eeetee e e eeetteeeeeetaeeeeeessaseeeessseeeeeessseeeensssaeeeesssaaeeeeeeeeesannnnssnns 20

ST 1/ T U USSP UUPURUURRURPOt 20
CLOSE TAD ..ttt ee e e e e e abe e e e eeaaa e e e eeaba e e e e aaaeeeetraae e e e e nnanarrrarraaaaaens 20

PIiIIt. ettt b a b e b ———r———————————————————————————————————————————————————————————————ttrrttriaaeeerrrrrrnns 20

10 L 74 [ U UU 21

| 5«18 B ToTo] o] [T URURURURPRPRNt 21

Eiit ettt e e e e e e e e e e eaa e e e e e e aaaeeeeeataeeeetraeeeeaaraaeeeeeeaearnnrrrrrraaeeees 21

@ =T | ol 1<) 00 TSRS 21
Clear ViSited LINKS.........ccieiiuiieiieiiiieeeeieeeececteee ettt e e eeereeeeeetaeeeeeesaeeeeesseeeeeesssseeeeeeeeessnsssssnsseeees 21

2l 3T TSR 21
SOLEIMIES. ..ttt ettt e e ettt e s ettt e s et e e e e et e e s ab et e e e bt e e e e e e e e nnnrrrneeeeeeeens 22
K010 ) F- TSR 22
Accepted / Blocked DOMAINS.......cccueiriiriiiinieriienieeieeeie sttt st ste et este s sbteesssbaeesssneaesnes 22
CertifiCate EXCOPUIONS. . cc.viiitieeiieitieeiiesteeteeeteerteeseeeeteesteeeseessseebeessaeesseessseeseesssassseessseessesssasnnes 22
COOKILS. ..eeeeetreeeeeeieeeecectee e e eeete e e eeectaeeeeeetaeeeeeeasaeeeeassseeeeeassseeeeessaeeeessssseeeaasssseeeesssaeeeeeseansnnsnsnnnnns 22

| D L0 )7 01 (o F: Ua TSR UUUURURRNt 22

L N0 1 (<SOSR 22
HISTOTY ettt ettt ettt e e e st e e e s bba e e s s abtae e e s ssaaeessasbaaesenasbaaeeeesesssnssannnsnnnnne 22
VEBW .ottt e eett e e ettt e e e etae e e eeettaeeeeeataaaeeeaabaeeeeabateeeatraaee e araeeearabareeeatraeeeearnraeeeenntaeeeeannes 22
SHOW FULL SCIOOM......coiitiiiiiieee ettt e e e et e e e e e essabbaaereeeeeesssasssareseeessesssssssssannnes 22
SHOW SEAUS BaT.......uviiiieeieiieeeiiee ettt ettt eeette e e eeetreeeeeearaeeeeesaaeeeeesseeeeesssseeeeesrseeeeensnneens 22

= 1=] | TSRO UUURRRUR PPt 22
AADOUL. ...t e et e e e et e e e e ta e e e e eeaa e e e e e aaaaeeeeeaaaeeeeeaaaeeeenarabrrarraaaaaeeeeaaaaann 22
DOCUMEILALION. ....cceiiiiiiiieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e eeeeeeeeeeeeaeseeeseseseseseseseeeeeres 23

2 of 33



HISTOTY ettt ettt ettt e sttt e s et e e e abbe e e s e mb bt e e e e nbe e e e s nne e e e s e nbaeeeeenraeeeeenraeeeeeeannn 24

Performance and Security CONSIAEIatioNS..........c.eccveerieerieerieeriieesieesieesteesseesseesseessessseessssessseeeessseeenns 25
PIiVAte WINAOWS......viiiieiiieeceieee ettt ettt e et e e eetae e e e eeaaaeeeeeasseeeeeaseseeeenssseeeeensseeeeennssssssaeseeeaeeeeeeennns 26
SOEEIMIES. . ettt ettt ettt e et e e ettt e e e sttt e e s s bt e e e e ettt e e e e bt ae e e e abaae e e naaeee s rabaeeseabaeeeennnnnnnes 28
DIISPLAY ..ttt b et a bt s a et et eea e b et e s bt e bt et e estesbeetenbeens 28
PN WINAOWS....ciiiieiieic ettt e e e e eebbar e e e e e eesssssaaeeseeeesessassssaansaeeesssssssssanereesessrnnnes 28

5 1110 ) 2O OSSOSO PP PPORUOUPPPTPRRRRRRPPRE 28
PIIVACY ettt ettt ettt e e st e e s st e e e s s bt e e e et e e e s e bte e e e e abaeeeseabaeeeenaatrnaee 28
CIOAEILIALS. ... .vveeeeeiiee ettt et eeeerr e e e eeetreeeeeetaeeeeeessaeeeeessseeeeassaseeeenssseeeeeeeannnnsssnnnnns 28

| D) =1 0 =T« KOO 28
Enabled with @ PASSWOI..........ccooiuiiiiiiiiiee ettt et e e e e aeeeeeeeeeeas 28
Enabled WithOUt @ PASSWOIT.........cccooiiiiuiiiieiieiiieiiiiieeeeeeeeeeeciierere e e e eeseasareeereeeeeeeseeeesasanesernnes 28

UTIC TIINE ZIOIC.....uuvurererererurerururerersrusesesereresssesssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnsnnnnsssses 29
WDttt e e e e e e e e e e e e e e bbb a et e e e sea b bbb arteeeeeaaa bbb aarraeaeesenatbrrrrrrarares 29
LLOCAL SEOTAGE...ccuuteettiiieeiteete ettt ettt et e sttt e s abe e ae e s be e bt e sab e e st e sabeesstessbeensaesasaesaessseesnnsneesnns 29

USET ABRINT....ueeieeieiieeeeeitee e ettt e e e sttt e esttte e e s sttt eesesasaeeeesssaaesssssaeeesssssaeesasssaaessnssaaeesessssnssnsnnssnns 29

XSS AUAITINE. ..centeeiieteeiteete ettt ettt ettt et e st e et e s be e bt e s b e e st e sabeestessbaesaesasaesaesssaesnnsaeesnnns 29
SOUrCES Of RANAOIMINESS.........veiiieiiiiieeieieiieceeiee e eeeiee e e eetteeeeestaeeeeeetteeeeeesaeseeesssseeeessaseseeesassssssssssreeseees 31
B St e e et e e e e e—— e e e e e b —aeeeeataeeeeabaaeeeaabaaeeeaabaaeeaanaaeeeaannrnarrrrnraraeeens 31
LTIl e aaa___—_——____________________n_n_a—__————terrtrarnaeeeererrnnnns 31
WITMAOWS.....eeceeieeeiie ettt e et e et e e et e e e teeeeaee e s seeeensee e ssee e sseeensseeansseaassaesassaeeassaeassaeansseeannssseaannn 31
SUPPOTEA PIOTOCOIS. ..c..uviiiiiieieiieeeiteeiee ettt ettt e s ste e et e e st e e st e e s bt e essseeesssaeasssaesnsseeensssaaessnsnssseeesenns 32
Threefish IMPlemMEeNtation. ........cotiiiriiriiieeeee ettt sttt e b et e sae e seeseseessnneenns 33
TTAIISIATIONIS. .uvvvvireeieiieiitteee e ettt e e e e e eerbbarereeeeeeesssssrarereeeessesssbaseseseeseesasssssansseeesssnssssressssnnssnnnnnnnns 34

3 of 33



Introduction
Dooble is an elegant, simple, and zero-dependency Web browser. The application should be functional

on any operating system where Qt 5.9.x is supported.

The source is readily available at https://github.com/textbrowser/dooble/tree/master/2.x.

File Edit Tools View Help
v+ & New Tab *®

“y=2yvC Enter Address hd @ ¥ x =

4 of 33


https://github.com/textbrowser/dooble/tree/master/2.x

AES Implementation

The AES implementation is derived from the guidelines provided by
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf. The implementation is independent of
architecture.
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Accepted /| Blocked Domains

Dooble supports the accepting and blocking of specific domains. The Accepted / Blocked Domains
window allows for the defining of domains which are to be accepted or blocked. Domains are stored in
the SQLite database dooble_accepted_or_blocked_domains.db. An operating mode may also be
prepared within this window. Supported operating modes are defined below.

Accept Mode

Only the specified domains may be accessed either directly or indirectly.

Block Mode

The specified domains are blocked. While in this mode, Dooble will prevent direct and indirect
access to the listed domains.

Note: Defined domains also reside in a session container which is optimized for rapid (amortized O(1))
discovery. The special container contains all of the defined domains.

Note: The bundled Data directory contains the file dooble_accepted_or_blocked_domains.txt. An
import feature is included in the Accepted / Blocked Domains window. An import will enable (Blocked
or Accepted) existing domains.
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XY

Dooble: Accepted [ Blocked Domains

File Edit Tools View Help

Blocked

Domain

Delete All Delete Selected

101com.com
101order.com

123found.com

Q, Search Domains
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Address Widget

The address widget contains the current page’s URL. The present URL may be inserted in the Favorites
container by pressing the information tool button.

The current site’s cookies may be accessed via a context menu. The context menu also allows for the
removal of the current site’s non-private certificate exception, if a certificate exception has been
previously accepted.

Note: All address widgets share a common history container. The container is optimized for rapid
(amortized O(1)) discovery of history items and is required for displaying previously-accessed URLs in
address widgets.

Note: Certificate exceptions are not available for private URLs. That is, if a certificate exception is
accepted from a private window, the exception is only available within that window. Other non-private
and private Dooble windows will not have insight into the accepted certificate exception.

Note: Dooble applies the Levenshtein Distance algorithm during the history-discovery process.

Note: Private windows record visited links in the internal history containers.
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Certificate Exceptions

Web sites may raise SSL/TLS certificate errors. Some of these certificate errors may be overridden.

File Edit Tools View Help
v+ & 192.168.178.1 - Dooble *

& v Sy C| O ntips192.168.178.7/ v @D % K=

Certificate Error

Il' A certificate error occurred while accessing the secure site https://192.168.178.1. Server's
[ certificate is not trusted. Certificate errors may indicate that the server that you're attempting
’ to connect to is not trustworthy.
Please accept or decline the permanent exception.

Permanent exceptions may be removed |ater.

Confirm Exception

Accept Permanent Exception

Once overridden, the Web site and the certificate error are recorded in the SQLite database
dooble_certificate_exceptions.db unless the parent window is a private window. For private windows,
certificate exceptions exist only within such windows.

Overridden non-private sites are presented in the Certificate Exceptions window. Within this window,
exceptions may be revoked.

Note: Certificate errors may be raised by third-party requests.
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Note: Private windows will also interrogate permanent certificate exceptions. If a permanent certificate
exception is discovered for the given private URL, the particular Web site will be loaded by the private

page.

Note: Version 2.00 of Dooble allows for a single certificate exception to be defined for a given URL.
Future revisions may allow for multiple exceptions.
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(o® @ Dooble: Certificate Exceptions

Site L Error

https:/192.168.178.1 Server's certificate is not trusted.

Q, search Exceptions Delete Selected
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Clear Items

The Clear Items modal dialog may be used to remove an assortment of content.

f ®® ® Dooble: Clear Items

|| Accepted [ Blocked Domains
| Certificate Exceptions

|| Cookies

|| Download History

|| Favicons

| | Favorites

| History
|| Visited Links
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Command-Line Options
From https://peter.sh/experiments/chromium-command-line-switches/.

The option disable-reading-from-canvas may be of interest.
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Cookies

The Cookies window depicts Dooble’s current cookies. The SQLite database dooble_cookies.db

contains cookie data.

Domain Filter

If set, only the specified domain's cookies are displayed.
Purge Periodically

If enabled, unchecked domains will be purged every 15 seconds. Purging occurs on the main

thread.
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Purge Periodically

Domain Filter | Q. Domain Filter

Site A Cookie Name
192.168.178.1

The tuple (domain, name, path) serves as a cookie identifier.

Mame PHPSESSID
Value uadoglfaouu9ledhpdiegkdDokeBoj1t
Domain 182.168.178.1
Path !
Expiration Date
Flags < HTTP-Cnly ' Secure - Session
All Shown Checked Delete Selected Delete Shown
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Debian

The Debian package is GPG-signed. This section describes the process of verifying the signature.
First, create a special directory.

> mkdir E324939BF29D7B80

Next, install debsig-verify via aptitude.

> sudo aptitude install debsig-verify

Then, copy the bundled file Documentation/dooble.pol to E324939BF29D7B80.

> cp Documentation/dooble.pol E324939BF29D7B80

Import the bundled public key Documentation/dooble.asc.

> gpg --no-default-keyring --keyring E324939BF29D7B80/debsig.gpg --import
Documentation/dooble.asc

Finally, verify the Debian package.
> debsig-verify --keyrings-dir . --policies-dir . ./Dooble-2.1.5.deb
Results should be similar to the following.

debsig: Verified package from 'Dooble' (Text Browser)
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Downloads

Dooble supports the downloading of data. Active and inactive downloads are depicted in the
Downloads window. Active downloads may be canceled. Files associated with canceled downloads are
discarded. Dooble provides a mechanism for restarting a canceled or interrupted download if the
application is generated using Qt 5.10.x. Downloads data are stored in the SQLite database

dooble_downloads.db.

File Edit Tools WView Help
v + B Login - Dooble x ¥ Dooble: Downloads x

Download Path jDownloads Select...

Clear Finished Downloads Q. Search Downloads
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Favorites

Favorites are replacements of bookmarks. Included in the Favorites non-modal dialog are various sort
options. Favorites, along with history items, are stored in the SQLite database dooble_history.db.

Most Popular d

Title Site
® Dooble Documen... gre://documentation/Dooble.html

® Dooble Release N... gre://documentation/RELEASE-NOTES.html

Q Search Favorites
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File Menus

Dooble offers a traditional menu bar. The menu bar’s visibility may be configured via the Display panel
in the Settings window. If the menu bar is permanently hidden, its visibility may be modified via the
F10 key. Some menu options include mnemonics and shortcuts.

File

The File menu includes several basic functions.

Authenticate

If permanent credentials are defined, this option is enabled. An authentication dialog is
displayed if the option is selected. If credentials are correctly authenticated, global
containers are populated. Please note that interface components must be populated via
the main thread and this activity may burden Dooble.

New Private Window

Open a new private window. Please also read the Private Windows section for details
on private browsing.

New Tab
A new tab is appended to the end of the tab widget.

New Window

Open a new window.

Save

Save the current page. The action invokes a download request. A file-selection dialog is
not displayed.

Close Tab

Close the current tab. If the current tab is the only Dooble tab and active downloads
exist, a confirmation prompt is displayed.

Print
A modal print dialog is displayed.
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Print Preview

Not implemented. Permanently disabled.

Exit Dooble
Exit Dooble. A confirmation prompt is displayed if active downloads exist.
Edit

Clear Items

Display an instance of the modal Clear Items dialog.

Clear Visited Links

Remove contents from the local Visited Links file.

Find
Enables the Find panel.

File Edit Tools View Help

v+ Login - Dooble X
& v > v C | ®* nttpsyn92.168.178.1/ - O ¥ k=
X | Q Find > < Match Case

m Sense Login to pfSense

SIGN IN

Username

Password
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Settings
Display the Settings window.
Tools

Accepted / Blocked Domains
Display the Accepted / Blocked Domains window.

Certificate Exceptions

Display the Certificate Exceptions window.

Cookies

Display the global Cookies window. If the window is a private window, the private
window's Cookies window is displayed.

Downloads

Display the Downloads window.

Favorites

Display the Favorites non-modal dialog.

History
Display the History window.

View

Show Full Screen

Disable or enable full-screen mode.

Show Status Bar

Hide or show the status bar.

Help

About
Display the non-modal About dialog.
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Dooble: About

Dooble
Dooble version 2017.11.05, November Blue.

Dooble is open source software.
(c) 2008 - present.

Architecture __amdg4d__.
@t version 5.9.2 {runtime 5.9.2).

Dooble 3-Clause BSD License Release Motes

Documentation
Display this document in a Dooble tab.



History

The History window is a general-purpose container depicting Dooble’s browsing history. A simple
search is included. Selected items may be removed via a context menu. The SQLite database
dooble_history.db contains history data, along with favorites data.

File Edit Tools View Help

v + B Login - Docble x| D Dooble: Histary *
All Favarite Title Location Last Visited v
Today = .

Yesterday 7 % i Login https:/j192.168.1... 2017-11-03T21:35:01
This Month

Previous Month

Q. Search History

Note: Purged items are not automatically removed from the History window during a session.
Subsequent sessions will represent the most current contents of dooble_history.db.
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Performance and Security Considerations

Accepted / Blocked domains are stored in a container that’s designed for rapid (amortized O(1))
discovery. The container is populated during the initialization of Dooble.

Authentication is interruptible.

Constant byte-by-byte comparisons are implemented wherever cryptographic digests are

involved.

Cryptographic keys are zeroed on destruction. Sensitive fields are cleared after use. Please note
that these processes do not guarantee that sensitive data are destroyed effectively.

Dooble does not exercise secure memory.

Dooble populates icons of table items only when required. The software inspects respective
views and determines the entries which require icons.

History items are safely purged within a dedicated thread.
Initial gathering of History data is performed by a thread.

Processing large quantities of icon data will certainly burden most software applications.
Dooble provides an innovative solution. Address widgets, the Favorites window, and the
History window implement an intelligent algorithm which causes Dooble to load only the icon
data of visible items. Once loaded, the icon data are cached. Also included are SQLite database
indexes. This innovative solution produces an exceptionally-smooth rendering of important
data.

The AES and Threefish implementations are not designed to be thread-safe.

The process of preparing credentials may be interrupted.
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Private Windows

When browsing in private windows, Dooble does not save the following data:
* Certificate Exceptions
* Cookies
* Favicons
* History
* Temporary Files
* Visited Links
While in private windows, Dooble does save:
* Downloads

* Favorites
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XY Dooble
File Edit Tools View Help

@ ¥r Enter Address v
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Settings

This section describes some of the areas of the Settings window. Settings values are stored in the
SQLite database dooble_settings.db.

Display

Pin Windows

Some support windows may be pinned. Pinning is the process of embedding support
windows within a Dooble window.

History

A dedicated thread determines if browsing history has expired. The thread is also responsible
for removing expired history data. The thread is safely canceled upon termination of Dooble.

Privacy

Credentials

Dooble provides a process of storing authentically-encrypted data in various databases.
This process is completely optional. Three separate modes are included:

Disabled

This is the default mode. In this mode, Dooble stores data in cleartext.

Enabled with a Password

Dooble shall permanently store data in authentically-encrypted containers using
credentials generated via the provided password.

Enabled without a Password

Dooble shall store private data in authentically-encrypted containers using
session credentials. The data will not be available in future sessions.

Additional specifics are listed bellow.
CBC is the preferred cipher mode of operation.
SHA3-512 is the favored hash algorithm.

The password must contain at least 1 character.

27 of 33



The process is interruptible.

The pseudo-random password salt is composed of 64 bytes.

UTC Time Zone

Set the environment variable TZ to UTC.

Web

Local Storage
Required for HTMLS5 storage.

User Agent

The user agent is sometimes used for content negotiation between the Dooble client and
a server. The initial value is system-dependent. To reset, please clear the field and press
the Apply button. Please reset the field whenever new Qt products are provided.

XSS Auditing

Per Qt’s documentation, XSS Auditing monitors load requests for cross-site scripting
attempts. Suspicious scripts are blocked.

Note: Dooble does not remove the local WebEnginePersistentStorage directory during a reset. Please
remove this directory after a reset completes.
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[ 000 Dooble: Settings l
File Edit Tools View Help

e
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Sources of Randomness

Dooble requires data streams of random data for an assortment of cryptographic algorithms. This
section briefly describes the sources of these data streams for various operating systems.

BSD

BSD-like systems acquire pseudo-random data from the /dev/random device.

Linux

Linux systems acquire pseudo-random data from the /dev/urandom device.

Windows

Please read https://msdn.microsoft.com/en-
us/library/windows/desktop/aa379942(v=vs.85).aspx.

30 of 33


https://msdn.microsoft.com/en-us/library/windows/desktop/aa379942(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa379942(v=vs.85).aspx

Supported Protocols
Dooble supports the FILE, FTP, GOPHER, and HTTP(S) protocols.
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Threefish Implementation

The Threefish implementation is derived from the guidelines provided by http://www.skein-

hash.info/sites/default/files/skein1.1.pdf. The implementation is independent of architecture.
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Translations

Translations are incomplete. Translating Dooble is quite simple. Please download and install Qt from
https://download.qt.io, download Dooble’s source, and become an expert in Qt’s Linguist. Linguist

documentation exists at https://doc.qt.io/qt-5/gtlinguist-index.html.
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